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Introduction
Overview.

Multi agent systems (MAS) provide an important framework for formalizing var-

ious problems in computer science, articial intelligence, game theory, social choice theory, etc.
Modal logics are amongst the most suitable and versatile logical formalisms for specication and
verication of computational systems. The course oers an introduction to some important developments in the area. We introduce modal logics used for specication of temporal, epistemic,
and strategic properties of systems.

Then, we present some model checking algorithms, and

discuss the computational complexity of the model checking problem. We also consider symbolic
(compact) representations of systems, and how the representations change the semantic and algorithmic side of model checking. Finally, we discuss some techniques that help to reduce the
complexity and make verication feasible even for large systems.
This course is based on a postgraduate course given in 2010 by myself and Wojciech Penczek
(at the ESSLLI summer school in Copenhagen). Moreover, the reader is based on the following
book chapter:
Wojciech Jamroga and Wojciech Penczek (2012), Specication and Verication of
Multi-Agent Systems.

In:

Lectures on Logic and Computation,

Lecture Notes in

Computer Science vol. 7388, pp. 210-263. Springer.
I gratefully acknowledge the permission of my coauthor, Wojciech Penczek, to use his parts
of the chapter in this reader, as well as his parts of the lecture slides.

Contents.
1.

The course consists of

3

main sections, with the content outlined below:

Introduction to logic-based specication and verication of multi-agent systems.

Agents

and agent systems. Why logic? Modal logic: modal operators, possible worlds semantics.
Modal logic as a generic framework to model and reason about MAS. Basic multi-agent
epistemic logic. Common knowledge and distributed knowledge. Decision problems. Formal verication by model checking. Some complexity classes. Model checking epistemic
properties.
2.

Reasoning about evolution of systems.

Multi-agent systems. Modal logic, Kripke models,

epistemic logic. Temporal logic, linear vs. branching time,

µ-calculus.

Basic complexity

results. Combining modalities: reasoning about knowledge and time, interpreted systems,
BDI logics.
3.

Introduction to model checking for knowledge and time.

Standard non-symbolic algorithms.

Interleaved interpreted systems, partial order reduction methods. Introduction to symbolic
model checking, OBDD-based approaches.

Further reading.
course:

The following publications may be of particular interest to students of this
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•

Wojciech Jamroga and Wojciech Penczek (2012), Specication and Verication of MultiAgent Systems.

In:

Lectures on Logic and Computation,

Lecture Notes in Computer

Science vol. 7388, pp. 210-263. Springer.

•

Alessio Lomuscio and Wojciech Penczek (2012), Symbolic Model Checking for TemporalEpistemic Logic.

In:

Logic Programs, Norms and Action,

Lecture Notes in Computer

Science vol. 7360, pp. 172-195, Sptinger.

•

Yoav Shoham and Kevin Leyton-Brown (2009),

Theoretic, and Logical Foundations .

•

Multiagent Systems: Algorithmic, Game-

Cambridge University Press.

Edmund M. Clarke, Orna Grumberg and Doron A. Peled (1999),

Model Checking .

MIT

Press.
We give more detailed references for further reading throughout the rest of the materials.
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Chapter 1

Logics for Multi-Agent Systems
This section serves as an introduction of some fundamental concepts that we are going to use
throughout.

1.1 Multi-Agent Systems
Multi-agent systems (MAS )

are systems that involve several autonomous entities acting in the

same environment. The entities are called

agents.

What is an agent? Despite numerous attempts

to answer this question, there seems to be no conclusive denition. We assume that MAS are,
most of all, a philosophical metaphor that induces a specic way of seeing the world, and makes us
use agent-oriented vocabulary when describing the phenomena we are interested in. Thus, while
some researchers present multi-agent systems as a new paradigm for computation or design, we
believe that primarily multi-agent systems form a new paradigm for

thinking

and

talking

about

the world, and assigning it a specic conceptual structure. The metaphor of a multi-agent system
seems to build on the intuition that

we

are agents  and that other entities we study can be just

like us to some extent. The usual properties of agents, like autonomy, pro-activeness etc., seem
to be secondary: they are results of an introspection rather than primary assumptions we start
with.

logic in both phimodeling and reasoning

We note that this view of multi-agent systems comes close to the role of
losophy and computer science. Logic provides conceptual structures for

about the world in a precise manner  and, occasionally, it also provides tools to do it automatically.

References:

Reader interested in issues related to multi-agent systems is referred to [30, 29].

1.2 Modal Logic
Modal logic is an extension of classical logic with new operators 2 (necessity ) and 3 (possibility ):
2p means that p is true in every possible scenario, while 3p means that p is true in at least
one possible scenario. Let PV be the set of propositional variables (also called propositions ).
Models of modal logics are called Kripke models or possible world models, and include the set of
possible worlds (or states) St, modal accessibility relation R ⊆ St × St, and interpretation of the
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propositions

V : PV → 2St .

Now, for a model

M = (St, R, V )

M, q |= 2ϕ

i

M, q 0 |= ϕ

for all

M, q |= 3ϕ

i

M, q 0 |= ϕ

for some

q0

and world

such that

q0

q

in

M:

qRq 0

such that

qRi q 0

Modal logic can be further extended to multi-modal logic, where we deal with several modal

2i and 3i ,
Ri ⊆ St × St.

operators:
relation

each of them interpreted over the corresponding

i-modal

accessibility

The actual accessibility relations can capture various dimensions of the reality (and therefore

epistemic logic ), beliefs (; doxastic
dynamic logic ), time (; temporal logic ) etc. In

give rise to dierent kinds of modal logics): knowledge (;

logic ),

obligations (;

deontic logic ),

actions (;

particular, various aspects of agents (and agent systems) can be naturally captured within this
generic framework.

References:

A gentle introduction to modal logic can be found in [1].

1.3 Reasoning about Knowledge
epistemic logic which we consider here involves modalities for individual agent's knowlKi ϕ interpreted as  agent i knows that ϕ. Additionally, one can consider modalities for collective knowledge of groups of agents: mutual knowledge (EA ϕ:  everybody in group
A knows that ϕ), common knowledge (CA ϕ:  all the agents in A know that ϕ, and they know
that they know it etc.), and distributed knowledge (DA ϕ:  if the agents could share their individual
V
information, they would be able to recognize that ϕ). Note that EA ϕ ≡
i∈A Ki ϕ, and hence the
The basic
edge

Ki ,

with

operators for mutual knowledge can be omitted from the language.

The formal semantics for the logic is based on multi-agent epistemic models of the type
hSt, ∼1 , ..., ∼k , V i, where St is a set of epistemic states, V is a valuation of propositions, and
each ∼i ⊆ St × St is an equivalence relation that denes the indistinguishability of states for
agent i. Operators Ki are provided with the usual Kripke semantics given by the clause:

q ∼i q 0
S
E
The accessibility relation corresponding to EA is dened as ∼A =
i∈A ∼i , and the semantics
EA becomes
0
M, q |= EA ϕ i M, q 0 |= ϕ for all q 0 such that q ∼E
A q .
M, q |= Ki ϕ

of

Common knowledge

E
closure of ∼A :

Finally, distributed knowledge

i∈A

∼i ,

M, q 0 |= ϕ

for all

q0

such that

CA is given semantics in terms of the relation ∼C
A dened as the transitive

M, q |= CA ϕ
T

i

i

M, q 0 |= ϕ

DA

for all

q0

such that

0
q ∼C
A q .

is given semantics in terms of the relation

∼D
A

dened as

following the same pattern:

M, q |= DA ϕ

i

M, q 0 |= ϕ

for all

q0

such that

0
q ∼D
A q .

Example 1.1 (Robots and Carriage). Consider the scenario depicted in Figure 1.1. Two robots

push a carriage from opposite sides. As a result, the carriage can move clockwise or anticlockwise,
or it can remain in the same place  depending on who pushes with more force (and, perhaps,
who refrains from pushing). To make our model of the domain discrete, we identify 3 dierent

Logics for Multi-Agent Systems
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Figure 1.1: Two robots and a carriage: a schematic view (left) and a Kripke model

M1

of the

robots' knowledge (right).

positions of the carriage, and associate them with states q0 , q1 , and q2 . We label the states with
propositions pos0 , pos1 , pos2 , respectively, to allow for referring to the current position of the
carriage in the object language.
Moreover, we assume that robot 1 is only able to observe the color of the surface on which
it is standing, and robot 2 perceives only the texture. As a consequence, the rst robot can
distinguish between position 0 and position 1, but positions 0 and 2 look the same to it. Likewise,
the second robot can distinguish between positions 0 and 2, but not 0 and 1. In the resulting
epistemic model, we have for instance that M1 , q0 |= ¬K1 pos0 ∧ ¬K1 pos2 ∧ K1 (pos0 ∨ pos2 ): the
rst robot knows that the position is either 0 or 2, but not which of them precisely. Moreover,
M1 , q0 |= K1 ¬pos1 (robot 1 knows that the current position is not 1). The robot also knows
that the other agent can distinguish
between smooth and rough texture: M1 , q0 |= K1 (pos2 →

K2 pos2 ) ∧ (¬pos2 → K2 ¬pos2 ) . Finally, if the robots share their information, they know the
current position precisely: M1 , q0 |= D{1,2} pos0 .
Note that epistemic models are usually constructed from the point of view of an

omniscient observer,

external

most typically a system designer who has a complete view of the entire

system.

References:

[9] presents what has become the standard treatment of reasoning about knowledge

within the computer science community. More lightweight surveys can be found in [11, 27].
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Chapter 2

Reasoning about Evolution of
Systems
2.1 Modal Logics of Time and Action
We present a brief overview of logics that regard the dynamics of systems. That is, essentially,
logics that focus on actions that can be performed by (or in) a system, and on the way in which
the system can evolve over time. We consider two basic cases here: either actions are rst-class
citizens of the language, or we abstract from them and reason about

change

in general.

PDL. Propositional Dynamic Logic (PDL), which was primarily designed to reason about computer programs, is probably the most typical representative of logics with explicit actions. Actions are represented in the language with

action labels α1 , α2 , ...

from a nite set

Act.

Complex

action terms can be also constructed, for example sequential composition (α1 ; α2 ), nondetermin-

∪ α2 ), nite iteration (α∗) etc. Now, [α]ϕ expresses the fact that ϕ is bound to
every execution of α, and hαiϕ ≡ ¬[α]¬ϕ says that ϕ holds after at least one possible
α1 α2
execution of α. On the semantic side, we have Labeled Transition Systems M = hSt, →, →, ..., V i,
α
where actions are modeled as (nondeterministic) state transformations → ⊆ St × St, and the
istic choice (α1

hold after

following semantic clause:

M, q |= [α]ϕ

i

M, q 0 |= ϕ

for all

q0

such that

α

q → q0 .

We mention PDL only in passing here, as it will not be used in the rest of the materials.

LTL. Temporal logics

leave actions implicit, and instead focus on possible patterns of evolution.

Typical temporal operators are:
in the future), and

Linear time

U

X (in the next state), G

λ

F

(sometime

models dene a total ordering on possible worlds (time moments), so that a model

λ with successive states λ[0], λ[1], ... ; by λi we denote the
λ[i]. The semantics of Linear Temporal Logic (LTL) can be

can be seen as a single innite path
sux of

(always from now on),

(until). Models include one transition relation, and come in two versions.

starting from the state
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dened as follows:

with

λ |= p

i

λ[0] ∈ V (p);

λ |= ¬ϕ

i

λ 6|= ϕ,

λ |= ϕ ∧ ψ

i

λ |= ϕ

and

λ |= ψ;

λ |= Xϕ

i

λ1 |= ϕ;

λ |= ϕUψ

i

(∃j ≥ 0) λj |= ψ

Fϕ ≡ trueUϕ

and

Gϕ ≡ ¬F¬ϕ,

where

and


(∀0 ≤ i < j) λi |= ϕ .

def

true = p ∨ ¬p, for some p ∈ PV .

Example 2.1. Consider the path (q0 q1 q2 )ω = q0 q1 q2 q0 q1 q2 q0 q1 q2 . . . from the robots and car-

riage scenario (Example 1.1). For that path, we have for instance that Fpos2 (position 2 will
be eventually achieved), and even GFpos2 (position 2 will be achieved innitely many times).
However, it is not the case that the carriage will stop and stay in position 0 for good: ¬FGpos2 .
Typically, when LTL is used for specifying properties of a system, the formulae are interpreted
over all the innite paths from a transition model of the system.

CTL*. Branching-time models, on the other hand, consist of a tree that encapsulates all possible

Computation Tree Logic (CTL*) extends LTL with path quantiers
A (for every path). Formally, the syntax and semantics of CTL*
is dened in the following way. Let PV = {p1 , p2 . . .} be a set of propositional variables. The
language of CTL* is given as the set of all the state formulas ϕ (interpreted at states of a model),
dened using path formulas γ (interpreted at paths of a model), by the following grammar:
evolutions of the system.

E

(there is a path), and

ϕ := p | ¬ϕ | ϕ ∧ ϕ | Aγ | Eγ
γ := ϕ | ¬γ | γ ∧ γ | Xγ | γUγ .
In the above
whereas

X

p ∈ PV , A ('for All
U ('Until')

('neXt') and

paths') and

E

('there Exists a path') are path quantiers,

are temporal operators like before.

Obviously, when verifying properties of a particular system, a model given in the form of

∗

a set of innite paths (for LTL) or an innite tree (CTL ) would be impractical. Instead, the
behavior of the system is usually represented as a Kripke model of transitions  either labeled
(with multiple transition relations, one per action name) or unlabeled (all transitions collapsed
into a single relation

→).

Therefore, semantics of CTL* is frequently dened in terms of standard

Kripke models. Notice that the unfolding of a Kripke model is an ininite tree.

M = (St, →, V ) be a Kripke model. For q0 ∈ St a (full) path λ = (q0 , q1 , . . .) is an innite
St starting at q0 , where qi → qi+1 for all i ≥ 0, and λi = (qi , qi+1 , . . .) is the
i-th sux of λ starting at qi . By M, q |= ϕ (M, λ |= γ ) we mean that ϕ holds in the state q (γ
holds on the path λ, respectively) of the model M . In what follows the model M is sometimes
omitted if it is clear from the context. The relation |= is dened inductively below.
Let

sequence of states in

M, q |= p
M, x |= ¬y
M, x |= y1 ∧ y2
M, q |= Aγ
M, q |= Eγ
M, λ |= ϕ
M, λ |= Xγ
M, λ |= γ1 Uγ2

i
i
i
i
i
i
i
i

q ∈ V (p), for p ∈ PV,
M, x 6|= y, for x ∈ {q, λ}, y ∈ {ϕ, γ},
M, x |= y1 and M, x |= y2 , for x, y as above,
M, λ |= γ for each path λ starting at q,
M, λ |= γ for some path λ starting at q,
M, λ[0] |= ϕ, for a state formula ϕ,
M, λ1 |= γ,

(∃j ≥ 0) M, λj |= γ2 and (∀0 ≤ i < j) M, λi |= γ1 .

Reasoning about Evolution of Systems
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Figure 2.1: Two robots and a carriage: transition system

M2

that models possible movements

of the carriage.

The logic CTL is an important subset of

CTL∗−X .

In pure (or vanilla) CTL every occur-

rence of a path quantier is followed by exactly one temporal operator, so there are only state
formulae.

Note that in the case of vanilla CTL, there exists an alternative semantics given

entirely in terms of satisfaction of formulae in

M, q |= p

i

M, q |= ¬ϕ

states :

q ∈ V (p);

i

M, q |= ϕ ∧ ψ

M, q 6|= ϕ;
i

M, q |= ϕ

and

M, q |= EXϕ

i

M, λ[1] |= ϕ

M, q |= EGϕ

i there is a path

M, q |= EϕUψ i there is
i < j) M, λ[i] |= ϕ .

M, q |= ψ ;

for some path

λ

a path

λ

starting from

starting from

λ

q

starting from

such that

q

q;
(∀i ≥ 0) M, λ[i] |= ϕ;

such that

(∃j ≥ 0) M, λ[j] |= ψ

and

(∀0 ≤

Example 2.2. A possible transition system for the robots scenario is depicted in Figure 2.1.
In that model, we have for instance M2 , q0 |= EFpos1 : in state q0 , there is a path such that the
carriage will reach position 1 sometime in the future. The same is clearly not true for all paths,
so we also have that M2 , q0 |= ¬AFpos1 .
Temporal and dynamic dimensions have been combined with other modalities, e.g.
well-known

BDI logics

in the

of beliefs, desires, and intentions [5, 22]. We will present simple extensions

of LTL and CTL with epistemic modalities in Section 2.2, and discuss verication of temporalepistemic logic in later sections.

Modal µ-calculus.
modal

µ-calculus Lµ

µ-calculus
F V be a set

Propositional modal

be a set of propositional variables and

was introduced by D. Kozen [15]. Let
of xed-point variables.

PV

The language of

is dened by the following grammar:

ϕ := p | ¬ϕ | ϕ ∧ ϕ | AXϕ | EXϕ | Z | µZ.ϕ(Z) | νZ.ϕ(Z),
where

p

ranges over

PV , Z

 over

F V , and ϕ(Z) is a modal µ-calculus formula syntactically
Z , i.e., all the free occurrences of Z in ϕ(Z) fall under an

monotone in the xed-point variable
even number of negations.
Let

M = (St, →, V )

be a Kripke model. Notice that the set

a lattice under the set inclusion ordering. Each element

0

St

2St

of all subsets of

St

forms

of the lattice can also be thought
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of as a

St0 .

predicate

on

St,

where this predicate is viewed as being true for exactly the states in

The least element in the lattice is the empty set, which we also refer to as

false,

and the

St, which we sometimes write as true. A function ζ
predicate transformer. A set St0 ⊆ St is a xed point of a function

greatest element in the lattice is the set

2St to 2St
−→ 2St if

mapping

St

ζ:2

is called a

ζ(St0 ) = St0 .

monotonic, i.e., S1 ⊆ S2 implies ζ(S1 ) ⊆ ζ(S2 ), where S1 , S2 ⊆ St, it has the
µZ.ζ(Z) and the greatest
νZ.ζ(Z). When ζ(Z) is
S
S xed pointdenoted
S
-continuous, i.e., S1 ⊆ S2 ⊆ . . . implies ζ( i≥0 Si ) =
ζ(S
)
,
then
i
i≥0
[
µZ.ζ(Z) =
ζ i (false).

Whenever

ζ

is

least xed point denoted
also

i≥0
When

ζ(Z)

is also

T

T
T
S1 ⊇ S2 ⊇ . . . implies ζ( i≥0 Si ) = i≥0 ζ(Si ),
\
ζ i (true)
νZ.ζ(Z) =

-continuous, i.e.,

then

i≥0
(see [26]).
The semantics of

E : F V −→ 2S
M, E, q
M, E, q
M, E, q
M, E, q
M, E, q
M, E, q
M, E, q

|= p
|= ¬ϕ
|= ϕ ∧ ψ
|= AXϕ
|= EXϕ
|= Z
|= µZ.ϕ(Z)

M, E, q |= νZ.ϕ(Z)

where

ϕ

i

Lµ

ϕ of Lµ , a model M , a valuation
environment), and a state q ∈ St:

is given inductively for each formula

of the xed-point variables (called an
i
i
i
i
i
i
i
i

q ∈ V (p), for p ∈ PV,
M, E, q 6|= ϕ,
M, E, q |= ϕ and M, E, q |= ψ,
(∀q 0 ∈ St)((q→q 0 ) ⇒ (M, E, q 0 |= ϕ)),
(∃q 0 ∈ St)((q→q 0 ) ∧ M, E, q 0 |= ϕ),
q∈T
E(Z), for Z ∈ F V ,
q ∈ {U ⊆ St |
0
0
S {q ∈ St | M, E[Z ← U ], q |= ϕ} ⊆ U },
q ∈ {U ⊆ St |
U ⊆ {q 0 ∈ St | M, E[Z ← U ], q 0 |= ϕ}},

ϕ, ψ ∈ Lµ , and E[Z ← U ] is like E except
M, E, q |= ϕ for each environment E .

that it maps

Z

to

It is known that both CTL and CTL* can be translated into modal

U.

Now, we dene

M, q |=

µ-calculus [15]. For example,
µ-calculus formulas:

we give characterisations of basic CTL modalities in terms of modal

• A(ϕUψ) ≡ µZ.(ψ ∨ (ϕ ∧ AXZ)),
• E(ϕUψ) ≡ µZ.(ψ ∨ (ϕ ∧ EXZ)),
• AGϕ ≡ νZ.(ϕ ∧ AXZ),
• EGϕ ≡ νZ.(ϕ ∧ EXZ).
The translation of CTL* to modal

µ-calculus

is more involved and can be found in [7].

It is

worth noticing that the translations are important in practice because correctness specications
written in logics such as CTL or CTL* are often much more readable than specications written
directly in modal

References:

µ-calculus.

Dynamic logic is treated extensively in [12]; readers interested in temporal logic

are referred to [6, 10]. An introduction to

µ-calculus

can be found in [25].
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2.2 Combining Time and Knowledge
In this section we discuss how the interaction between knowledge and time can be captured in
modal logic. To this end, we combine epistemic and temporal dimensions in a multi-modal logic.
The main proposals that we are going to consider is LTLK and CTLK, which are straightforward
combinations of respectively LTLK, CTL, and standard epistemic logic.

LTLK.

The language of LTLK includes all the operators of LTL and epistemic logic. Moreover,

its semantics is based on Kripke models which include both temporal and epistemic accessibility
relations:

M = hSt, R, ∼1 , ..., ∼k , V i.

The semantics of LTLK simply combines the clauses for

LTL and modal epistemic logic:

λ |= p

where

λ |= ¬ϕ

i

λ 6|= ϕ,

λ |= ϕ ∧ ψ

i

λ |= ϕ

λ |= Xϕ

i

λ1 |= ϕ;

λ |= ϕUψ

i

(∃j ≥ 0) λj |= ψ

λ |= Ki ϕ

i

λ0j |= ϕ

1≤i≤k

CTLK.

λ[0] ∈ V (p);

i

and

M, q |= ϕ

i

and

λ |= ψ;
and

for all paths

M, λ0 |= ϕ


(∀0 ≤ i < j) λi |= ϕ ;

λ0

and all

(j ≥ 0)

for all the paths

λ

s.t.

λ[0] ∼i λ0 [j],

starting at

q.

The language of CTLK includes all the operators of CTL and epistemic logic. Moreover,

its semantics is based on Kripke models which include both temporal and epistemic accessibility
relations:

M = hSt, R, ∼1 , ..., ∼k , V i.

Like for LTLK, the semantics of CTLK takes the union of

both respective semantics:

M, q |= p

i

M, q |= ¬ϕ

q ∈ V (p);

i

M, q |= ϕ ∧ ψ

M, q 6|= ϕ;
i

M, q |= ϕ

and

M, q |= EXϕ

i

M, λ[1] |= ϕ

M, q |= EGϕ

i there is a path

M, q |= EϕUψ i there is
i < j) M, λ[i] |= ϕ .
M, q |= Ki ϕ

i

M, q |= ϕ

M, q |= ψ ;

for some path

λ

a path

λ

starting from

starting from

λ

for every

q

starting from

q0

such that

such that

q

q;
(∀i ≥ 0) M, λ[i] |= ϕ;

such that

q ∼i q 0 ,

for

(∃j ≥ 0) M, λ[j] |= ψ

and

(∀0 ≤

1 ≤ i ≤ k.

Example 2.3. Let M3 be the temporal-epistemic model of robots and carriage that combines

states and relations from models M1 , M2 (Figures 1.1 and 2.1). Now, M3 , q0 |= KW
1 EFpos2 : robot
1 knows that the carriage can get to position 2 eventually. Moreover, M3 , q0 |= EX i=0,1,2 (posi →
K1 posi ): it is possible that in the next moment robot 1 will know its position precisely.

Interpreted systems.

A well known study of the interplay between knowledge and time

global states, dened formally as
i ∈ Agt = {1, ..., k} has a set of local states Sti . Every global state
is represented by a tuple of local states hq1 , ..., qk i corresponding to all agents. Thus, the global
state space St is (a subset of ) the product St1 × ... × Stk . It has been argued in many places

has been presented in [9]. The proposal builds on a notion of
follows. Firstly, each agent

that interpreted systems provide more grounded semantics for agents' knowledge than abstract
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2.2 Combining Time and Knowledge

Kripke models.

This is because starting from the local state spaces makes it clearer how the

epistemic model should be actually constructed.
It is usually assumed in interpreted systems that each agent has access only to its own local
state, i.e.:

hq1 , ..., qk i ∼i hq10 , ..., qk0 i
The temporal dimension is added by considering

runs,

qi = qi0 .

i

i.e., sequences of global states:

r : N → St1 × ... × Stk .

system is a set of such runs. An interpreted system is a system plus a valuation of propositions:
hR, V i. Given an interpreted system I = hR, V i, a point in I is a pair hr, mi where r is a run
and m ∈ N. Epistemic equivalence between points is dened as follows:
A

hr, mi ∼i hr0 , m0 i

i

r(m) ∼i r0 (m0 ).

Now, all epistemic modalities can be interpreted as before, e.g.:

I, r, m |= Ki ϕ

i

I, r0 , m0 |= ϕ

for all

hr0 , m0 i

such that

hr, mi ∼i hr0 , m0 i.

Moreover, the standard temporal operators of LTL can be interpreted, too:

• I, r, m |= Xϕ

i

• I, r, m |= ϕUψ
m ≤ m00 < m0 .

I, r, m + 1 |= ϕ,
i

I, r, m0 |= ψ

for some

m0 > m

and

I, r, m00 |= ϕ

for all

m00

such that

Finally, the semantics of path quantiers from CTL* can be dened in interpreted systems as
follows:

• I, r, m |= Eϕ

i there is

r0

such that

r0 [0..m] = r[0..m]

and

I, r0 , m |= ϕ.

It should be pointed out that the semantics of knowledge presented above is only one of several

memoryless

possibilities. It encodes the assumption that agents are

in the sense that they do

not have external memory of past events; the whole memory of an agent is encapsulated in its
local state. The other extreme is to assume that local states represent the agents' observations
rather than knowledge, and that agents have

perfect recall

of everything that has been observed.

If we additionally assume the existence of a global universally accessible clock, the semantics of
knowledge can be dened as follows:

hr, mi ≈i hr0 , m0 i
I, r, m |= Ki ϕ

i

i

m = m0
0

0

and

I, r , m |= ϕ

r(j) ∼i r0 (j)

for all

0

0

hr , m i

Interpreted systems have been applied to modeling of

message passing systems,
asynchrony etc.

References:

for all

j ≤ m,

such that

hr, mi ≈i hr0 , m0 i.

distributed systems, knowledge bases,
perfect recall, synchrony and

and more specically to phenomena like

Possible interactions between the temporal and epistemic dimensions are studied

extensively in [9].

Chapter 3

Introduction to Model Checking for
Knowledge and Time
In this section, we look at standard non-symbolic model checking algorithms for temporal and
temporal-epistemic logics.
in Section 3.1.

We start with some notes on verication and complexity classes

Basic algorithms and complexity results for verication of temporal logics are

presented in Section 3.2. Then, we discuss the model checking algorithm exploiting the xedpoint characterization of

symbolic model checking

CTLK

in Section 3.3.

Finally we briey present the approach of

based on a translation to Ordered Binary Decision Diagrams.

3.1 Complexity of Vericatin
Within the materials we consider both practical algorithms for verifying properties of MAS, and
the theoretical complexity of these problems. Here is a short (and rather informal) description
of the most relevant complexity classes. A formal introduction can be found in any textbook on
complexity theory (cf. e.g. [19]).

• P:

problems solvable in

• NP:

polynomial time

problems solvable in

P
P
• ΣP
n / Πn / ∆n :
n-level oracle,

• PSPACE:

by a

polynomial time

deterministic

by a

Turing machine,

nondeterministic

Turing machine,

problems solvable in polynomial time with use of adaptive queries to an

problems solvable by queries to a multilevel oracle with unbounded height,

• EXPTIME:

problems solvable in

exponential time

by a deterministic Turing machine.

Of course, theoretical complexity has many deciencies: it refers only to the worst (hardest) instance in the set, neglects coecients in the function characterizing the complexity, etc.
However, it often gives a good indication of the inherent hardness of the problem in terms of

scalability.

For low complexity classes, scaling up from small instances of the problem to larger

instances is relatively easy. For high complexity classes, this is not the case anymore.
The process of verication (so called
satised in a state

q

of model

M.

determines membership in the set

model checking ) answers whether a given formula ϕ is
local model checking is the decision problem that

Formally,
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3.2 Verifying Temporal Logic
MC(L, Struc, |=) = {(M, q, ϕ) ∈ Struc × St × L | M, q |= ϕ},

where

L

is a logical language,

Struc

satisfaction relation compatible with

is a class of (pointed) models for

L

and

Struc.1

It is often useful to compute the set of states in
if

ϕ holds in a particular state.

M

L,

and

|=

is a semantic

ϕ instead of checking
global model checking. It

that satisfy formula

This variant of the problem is known as

is easy to see that, for the settings we consider here, the complexities of local and global model
checking coincide, and the algorithms for one variant of model checking can be adapted to the
other variant in a simple way.

2

As a consequence, we will use both notions of model checking

interchangeably.

References:

For a comprehensive textbook on model checking, see e.g. [4].

3.2 Verifying Temporal Logic
An excellent survey on the model checking complexity of temporal logics has been presented
in [23]. Here, we only recall the most relevant results before turning our focus to actual algorithms
in Section 3.

M
M, q

q be a state in the model. Model checking a CTL formula
M, q |= ϕ, i.e., whether ϕ holds in M, q . The same applies to
∗
model checking CTL . For LTL, checking M, q |= ϕ means that we check the validity of ϕ in the
pointed model M, q , i.e., whether ϕ holds on all the paths in M that start from q (equivalent to
∗
CTL model checking of formula Aϕ in M, q .
Let

ϕ

in

be a Kripke model and

determines whether

It has been known for a long time that the formulae of CTL can be model-checked in time
linear with respect to the size of the model and the length of the formula [3], whereas formulae
of LTL and CTL

∗

Theorem 3.1
O(|M | · |ϕ|).

Sketch.

M,
|St| + |R|.

are signicantly harder to verify. The size of the model

is dened by the sum of the number of its states and its transitions

denoted by

|M |,

. Model checking CTL is P-complete, and can be done in time

(CTL [3, 23])

The algorithm (for an extension of CTL) determining the states in a model at which

a given formula holds is presented in Section 3.3.

The lower bound (P-hardness) can be for

instance proven by a reduction of the tiling problem [23].

Theorem 3.2

. Model checking LTL is PSPACE-complete, and can be done

(LTL [24, 16, 28])

in time 2O(|ϕ|) O(|M |).

Sketch. We sketch here the approach of [28]. Firstly, given an LTL-formula ϕ, a Büchi automaA¬ϕ of size 2O(|ϕ|) accepting exactly the runs (innite paths of states) satisfying ¬ϕ is constructed. The pointed Kripke model M, q can directly be interpreted as a Büchi automaton AM,q
of size O(|M |) accepting all possible runs in the Kripke model starting in q . Then, the model
checking problem reduces to the non-emptiness check of L(AM,q ) ∩ L(A¬ϕ ), which can be done
O(|ϕ|)
in time O(|M |) · 2
by constructing the product automaton. Notice that the non-emptiness
can be checked in linear time w.r.t. to the size of the automaton. A PSPACE-hardness proof
ton

can be for instance found in [24].

1 We omit parameters if they are clear from the context.
2 The only logic mentioned in the materials, for which the

complexities of global and local model checking
dier, is Constructive Strategic Logic from Section ??. However, we do not discuss the model checking problem
for CSL in the materials.

Introduction to Model Checking for Knowledge and Time
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MC

m, l

SAT

Epistemic logic

P-complete
P-complete
P-complete
PSPACE-complete
PSPACE-complete

Epistemic logic

PDL
CTL
LTL
CTL*

PDL
CTL
LTL
CTL*

l
PSPACE-complete
PSPACE-complete
EXPTIME-complete
PSPACE-complete
2EXPTIME-complete

Figure 3.1: Basic complexity results: model checking (left) and satisability (right)

∗

The hardness of CTL

∗
as a fragment of CTL .

model checking is immediate from Theorem 3.2 as LTL can be seen
For the proof of the upper bound one combines the CTL and LTL

∗

model checking techniques. Consider a CTL

ψ

where

formula

ϕ

which contains a state subformula

Eψ ,

is a pure LTL formula. Firstly, we can use the LTL model checking to determine all

the states which satisfy

Eψ

(these are all states

q

label them by a fresh propositional symbol, say

in which the LTL formula

p,

and replace

Eψ

in

ϕ

by

¬ψ is not
p as well.

true) and
Applying

this procedure recursively yields a pure CTL formula, which can be veried in polynomial time.
Hence, the procedure can be implemented by an oracle machine of type

PPSPACE = PSPACE

(the LTL model checking algorithm might be employed polynomially many times). Thus, the

∗

complexity for CTL

Theorem 3.3

time 2

O(|ϕ|)

(CTL

O(|M |).

is the same as for LTL.

∗

. Model checking CTL∗ is PSPACE-complete, and can be done in

[3, 8])

Figure 3.1 presents the basic complexity results for model checking of temporal and epistemic
logics. For comparison, we also list complexities of analogous satisability problems. The input
of the SAT problem is given as a formula of the logic, and its size is measured in the length of
the formula. The input of the model checking problem is given as the formula and the model;
the size of an input instance is measured as
model, and

l

References:

m · l,

where

m

is the number of transitions in the

is the length of the formula.
Readers interested in basic complexity results for model checking temporal logics

are referred to the excellent survey [23].

3.3 Fixed-point Verication for CTL and CTLK
Symbolic and non-symbolic model checking methods can exploit the xed-point characterization
of

CTLK formulas.

These methods operate on sets of states contrary to the state labeling

algorithm operating on single states of the model. In what follows by
dual to

CA ,

i.e.,

CA

we denote the modality

def

CA ϕ = ¬CA ¬ϕ. Similarly, for EA and DA . We do not discuss here algorithms
EA and DA as these are straightforward given an algorithm for Ki . Then,

for the operators

labelling of the states with the subformulas or computation of OBDD representation of a

CTLK

formula uses the standard algorithms for computing the minimal and the maximal xpoints as
follows.

• EGϕ ≡ ϕ ∧ EXEGϕ,
• E(ϕUψ) ≡ ψ ∨ (ϕ ∧ E(ϕUψ)),
• CA ϕ ≡ ϕ ∨ EA CA ϕ.
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3.3 Fixed-point Verication for CTL and
JϕK = {q ∈ St | q |= ϕ}.

Let

CTLK

Then, we have:

• JEGϕK = JϕK ∩ JEXEGϕK,

• JE(ϕUψ)K = JψK ∪ (JϕK ∩ JEXE(ϕUψ)K)
• JCA ϕK = JϕK ∪ JEA CA ϕK)

For each subset

X ⊆ St,

we can easily dene algorithms computing the following sets:

• pre(X) = {q ∈ St | (∃q 0 ∈ X) q → q 0 },
• indisi (X) = {q ∈ St | (∃q 0 ∈ X) q ∼i q 0 },

and

0
E 0
• indisE
A (X) = {q ∈ St | (∃q ∈ X) q ∼A q }.
Then, we have:

• JEGϕK = JϕK ∩ pre(JEGϕK),

• JE(ϕUψ)K = JψK ∪ (JϕK ∩ pre(JE(ϕUψ)K)),

• JCA ϕK = JϕK ∪ indisE
A (JCA ϕK).
Next, dene three functions on
and

JCA ϕK.

1.
2.
3.

2St , which xed points are equal to respectively JEGϕK, JE(ϕUψ)K,

τEGϕ (X) = JϕK ∩ pre(X),

τE(ϕUψ) (X) = JψK ∪ (JϕK ∩ pre(X)),

τCA ϕ (X) = JϕK ∪ indisE
A (X).

k
(St) for some nite
EGϕ is the maximal xpoint of τEGϕ (X), it can be computed as τEGϕ
l
k . Since E(ϕUψ) is the minimal xpoint of τE(ϕUψ) (X) it can be computed as τE(ϕUψ)
(∅) for
some nite l. Similarly, for τC ϕ (X). The above characterization can be now used for dening
A

Since

a model checking algorithm mchk for the formulas of CTLK.

mchk(M, ϕ) {
if

ϕ ∈ PV ,

then return

V −1 (ϕ),

if

ϕ = ¬ψ ,

then return

St \ mchk(M, ψ),

if

ϕ = ϕ1 ∧ ϕ2 ,

if

ϕ = EXψ ,

if

ϕ = Ki ψ ,

if

ϕ = EGψ ,

if

ϕ = E(φUψ),

if

ϕ = Cψ ,

}

then return

mchk EX (M, ψ),

then return
then return

mchk Ki (M, ψ),

then return

mchk EG (M, ψ),

then return

then return

mchk(M, ϕ1 ) ∩ mchk(M, ϕ2 ),

mchk EU (M, φ, ψ),

mchk C (M, ψ).

Introduction to Model Checking for Knowledge and Time
mchk EX (M, ψ){

mchk EKi (M, ψ){

X := mchk(M, ψ);

X := mchk(M, ψ);

Y := pre(X);

Y := indisi (X);

return

Y };

return

Y };

mchk EG (M, ψ){

mchk EU (M, ψ1 , ψ2 ){

X := mchk(M, ψ);

X := mchk(M, ψ1 );

Y := St;

Y := mchk(M, ψ2 );

Z := ∅;

Z := ∅;

while

(Z 6= Y ){

W := St;
(Z 6= W ){

Z := Y ;

while

Y := X ∩ pre(Y )}

W := Z;

return

19

Z := Y ∪ (X ∩ pre(Z))}

Y };

return

Z };

mchk C (M, ψ){
Y := mchk(M, ψ);
Z := ∅;
W := St;
while

(Z 6= W ){

W := Z;
Z := Y ∪ indisE
A (Z))}
return

References:

Z };

The original state labelling algorithm for CTL was introduced in [2].

information on model checking CTL can be found in [20, 14].

More

CTLK is treated extensively

in [17].
For other non-symbolic approaches to model checking temporal-epistemic properties, one may
e.g. refer to [13]. There, a translation of a fragment of LTLK to LTL is proposed, and the SPIN
model checker is used for verication.

3.4 Introduction to Symbolic Model Checking
Ordered Binary Decision Diagrams. OBDDs (Ordered Binary Decision Diagrams) are used
for succinct representation of Boolean functions.

Model checking problem for

eciently encoded into operations on OBDDs. Consider a Boolean function:

f : {0, 1}n −→ {0, 1}

CTLK can be

20

3.4 Introduction to Symbolic Model Checking

Such a function can be represented by the results of all the valuations of some propositional
formula over

n propositional variables. For example the function f (x1 , x2 ) = x1 ∗x2 is represented
p1 ∧ p2 . Each Boolean function can be represented by an OBDD. The size of

by the formula

the BDD is determined both by the function being represented and the chosen ordering of the
variables. For a boolean function

f (x1 , . . . , xn ) then depending upon the ordering of the variables

we would end up getting a graph whose number of nodes would be linear (in n) at the best and
exponential at the worst case.

f (x1 , . . . , x2n ) = x1 x2 + x3 x4 + · · · + x2n−1 x2n . Using
x1 < x3 < · · · < x2n−1 < x2 < x4 < · · · < x2n , the BDD needs 2n+1 , nodes
function. Using the ordering x1 < x2 < x3 < x4 < · · · < x2n−1 < x2n , the BDD

Let us consider the Boolean function
the variable ordering
to represent the
consists of

2n

nodes.

The following operations can be implemented by polynomial-time graph manipulation algorithms: disjunction, conjunction, negation, implication, equivalence, existential abstraction, and
universal abstraction.

OBBD-Based Model Checking for CTLK.

The algorithms from Section 3 (computing, for

ϕ, the set of states JϕK in which ϕ holds) can operate on the OBDD representations
states. This requires to encode the states and the transition relation of a model M by

each formula
of the

propositional formulas, and then to represent these formulas by OBDDs.

M, s0 |= ϕ is translated to checking whether s0 ∈ JϕK. So, we
0
need to verify whether OBDD({s }) ∧ OBDD(JϕK) is not equal to OBDD(∅), where OBDD(S)
denotes the OBDD representing the set of states S .
The model checking problem

References:
[21, 18].

Our presentation of the OBBD approach to model checking CTLK is based on
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